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Adapted Privacy Impact Assessment

[Name of Third-Party Website or Application] 

[Date]
Contact

[Bureau/Office] Privacy Officer

U.S. Department of the Interior
[address]
[phone number] 
[email] 


One Privacy Impact Assessment (PIA) may be prepared to cover multiple websites or applications that are functionally comparable as long as agency or bureau practices are substantially similar across each website or application. However, any use of a third-party website or application that raises distinct privacy risks requires a complete PIA exclusive to the specific website or application.  Department-wide PIAs must be elevated to the Office of the Chief Information Officer (OCIO) for review and approval.
SECTION 1: Specific Purpose of the Agency’s Use of the Third​-Party Website or Application 
1.1  
What is the specific purpose of the agency’s use of the third-party website or 
application and how does that use fit with the agency’s broader mission? 

1.2 
Is the agency’s use of the third-party website or application consistent with all applicable laws, regulations, and policies? What are the legal authorities that authorize the use of the third-party website or application?
SECTION 2:  Any PII that is Likely to Become Available to the Agency Through the Use of the Third-Party Website or Application 
2.1 
What PII will be made available to the agency? 

2.2
What are the sources of the PII?  
2.3 
Will the PII be collected and maintained by the agency?
2.4  
Do the agency’s activities trigger the Paperwork Reduction Act (PRA) and, if so, how will the agency comply with the statute? 

SECTION 3:  The Agency’s Intended or Expected Use of the PII 
3.1 
Generally, how will the agency use the PII described in Section 2.0? 
3.2 
Provide specific examples of the types of uses to which PII may be subject. 
SECTION 4:  Sharing or Disclosure of PII 
4.1 
With what entities or persons inside or outside the agency will the PII be shared, and for what purpose will the PII be disclosed? 

4.2 
What safeguards will be in place to prevent uses beyond those authorized under law and described in this PIA? 

SECTION 5:  Maintenance and Retention of PII 
5.1 
How will the agency maintain the PII, and for how long? 
5.2 
Was the retention period established to minimize privacy risk? 

SECTION 6:  How the Agency will Secure PII
6.1 
Will privacy and security officials coordinate to develop methods of securing PII? 
6.2 
How will the agency secure PII? Describe how the agency will limit access to PII, and what security controls are in place to protect the PII.
SECTION 7:  Identification and Mitigation of Other Privacy Risks 
7.1 
What other privacy risks exist, and how will the agency mitigate those risks? 

7.2
Does the agency provide appropriate notice to individuals informing them of privacy risks associated with the use of the third-party website or application?  
SECTION 8:  Creation or Modification of a System of Records 
8.1 
Will the agency’s activities create or modify a “system of records” under the Privacy Act of 1974? 

8.2
Provide the name and identifier for the Privacy Act system of records. 

The Following Officials Have Approved this Document

1) System Manager

____________________________ (Signature)  
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Title:  


2) Chief Information Security Officer
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Name:


Title:


3) Privacy Officer
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